MNB identification number: W11

Completion instructions for the report

Report on disturbances in banking operations

I. General instructions

1. Content of the ad hoc reporting, fulfilment of the reporting obligation:

a) In terms of the reporting obligation, any stoppage/off-time affecting any payment service provided by the organisation that has a reporting obligation is considered a disturbance.
b) Detailed narrative report shall be prepared about all disturbances

ba) resulting in a stoppage/off-time of at least a quarter of an hour in the 
electronic bank services provided to clients (e.g. internetbank, telebank),


bb) resulting in a stoppage/off-time of at least a quarter of an hour in the bank 
card services provided to clients,


bc) resulting in a stoppage/off-time of at least half an hour in the processing of 
incoming and outgoing VIBER transactions,


bd) resulting in a stoppage/off-time of at least two hours in other cases affecting 
the fulfilment of clients’ payment orders.

c) A detailed narrative report shall be prepared on: 


ca) the background (e.g. the internal processes and systems affected and the 
reason for the request) of the application for the extension of VIBER business hours 
approved by the MNB and submitted to the MNB (as the operator of VIBER) directly, 
through GIRO Zrt. or KELER Zrt.,

cb) on the breakdown of the VIBER monitor service of more than half an hour, if 
the data supplier uses the VIBER-monitor service of the MNB as well,

cc) the reason for the use of the facility defined as ’Extraordinary Sending Cycle‘ in 
the standard service agreement of ICS.

d) Within the framework of this report the data supplier shall also report all disturbances complying with the requirements under points a)–c) that did not take place in the data supplier’s systems (but, for example, at third party service providers that have a contract with the service provider), but affected the payment services provided by the data supplier, with the exception of disturbances that arose at the MNB or at GIRO Zrt. Pre-arranged suspension of business about which clients are notified in advance also does not have to be reported.
e) If the clearing house, central securities depository or central counterparty defined in the Act on the Capital Market (Tpt.) and operating as a specialised credit institution is also obliged to submit data supplies W08 and W11 with respect to the disturbance specified above, it will suffice to submit report W08.
f) The data providing organisation that is indirectly connected to the payment system may fulfil its data supplying obligation through its intermediary that is directly connected to the payment system and is obliged to provide data if the disturbance affecting the payment service occurred at the intermediary that is obliged to provide data and the data necessary for the reporting are completely available for the intermediary that is obliged to provide data. In this case, the intermediary that is directly connected to the payment system and is obliged to provide data shall fulfil the data supplying obligation of indirect participants within the framework of a report in a way that allows the individual identification of the effects of the disturbance for each participant that is indirectly connected to the payment system and is obliged to supply data.
2. In addition to the ad hoc reporting, the data provider shall, on a quarterly basis, until the 10th working day of the month following the quarter under review, make a declaration whether any reporting obligation pursuant to Section 1 arose during the quarter under review, and if yes, it shall indicate the number of disturbances serving as a basis for the reporting. A reporting organisation that is indirectly connected to the payment system may fulfil its quarterly declaration obligation through its intermediary that is directly connected to the payment system and is obliged to provide data. In this case, the intermediary that is directly connected to the payment system and is obliged to provide data shall fulfil the declaration obligation that exists for it and for the indirect participants for whom it intermediates in a way to provide for the individual appearance of its own declaration and the declarations of the reporting participants that are indirectly connected to the payment system.
3. The ad hoc reporting obligation and the regular declaration obligation shall be fulfilled through the electronic data reporting system EBEAD.  

II. Detailed instructions for fulfilling the ac hoc reporting obligation
The ad hoc report shall contain at least the following information:

a) company name and address of the data supplier, name and phone number of the 
person completing the data reports, name of his organisational unit,


b) services, banking processes and systems affected by the disturbance,

c) type, aggregate volume and value of affected transactions,

d) starting date and time of the disturbance (hour:minute),


e) information on how the disturbance was discovered, the starting date and time 
of the disturbance (hour:minute),


f) date and time of the elimination of the disturbance (hour:minute), provide 
details if the elimination required several stages and the process of the elimination 
was gradual,


g) duration of the hang-up/delay (hour:minute),


h) reason for the disturbance. if not known, action taken to investigate the cause 
of the problem,


i) impact on availability for customers,


j) number of complaints, if any, already received from customers,


k) any other consequences,


l) additional measures planned,


m) measures introduced to prevent similar situations,


n) planned method of the compensation to be provided to clients, and any 
potential compensation amount already paid, when applicable,


o) company name, address and contact phone number of the external service 
provider affected by the disturbance, when applicable,


p) company name and address of the participant that is affected by the disturbance 
and indirectly connected to the payment system and obliged to provide data, when 
applicable.

