
MNB identification number: P45
Completion instructions for the report
Fraud in payment transactions
I. General instructions
1. This data supply is used to report all frauds related to payment transactions except fraud related to bank cards (which are included in report P34). 
2. The cases of fraud committed in a currency other than the forint shall be converted into forints at the daily exchange rate, if available, or failing this, at the average exchange rate published by the MNB for the reference period.
3. Payment transaction frauds in the case of which the cooperative credit institution is indirectly connected – through its correspondent bank – to the domestic payment system that settles the payment order (hereinafter: respondent cooperative credit institution) shall be reported by the correspondent bank, in a separate table, separated from its own data. To this end, the respondent cooperative credit institution shall provide the correspondent bank with the data necessary for the compilation of the report comprehensively and on time. Payment transaction fraud data of respondent cooperative credit institutions shall be forwarded in an aggregate form by the correspondent bank to the MNB.
II. Detailed instructions for the completion of the tables
Table 01: Payment transaction frauds
In columns b, j and r, in the case of fraud attempts where the amount intended to be misappropriated cannot be determined, the amount to be reported shall be 0.
Payment transaction fraud means any conduct where a person unlawfully attempts to have the disposal of a client account or any client receivables (e.g. deposit), including fake collection orders. The MNB expects data suppliers to report those cases which the data supplier also considers fraud, and its own organisational unit (e.g. bank security, internal audit) handles the specific case accordingly. The cases of fraud committed by or with the involvement of the data provider’s employee as well as credit fraud shall be treated as embezzlement rather than payment transaction fraud; therefore, these corrupt practices do not have to be included in this table. The frauds shall be reported by the financial service provider that identifies the client.
Unsuccessful fraud attempt means all cases where the order is not carried out. Cases where the authorisation of the rightful account holder fails, e.g. due to multiple incorrect entries of the account holder’s password for Internet bank transactions or signature failure for paper orders (if the customer accepts / acknowledges this) shall not be considered attempted fraud.
Successful fraud means all cases where the data provider performs the transaction order, even if the amount stolen is later returned to the data provider.
Frauds shall be broken down as follows:
a) frauds related to credit transfer transactions: frauds committed in relation to credit transfer transactions initiated on the basis of a transfer order under the MNB Decree on payment transactions – except for batched credit orders, transfer of funds by court order and order to transfer funds – as well as in relation to (internal) forint transfer transactions initiated to the account kept with the data provider shall be reported here; 
b) frauds related to direct debit transactions: frauds committed in relation to forint payments executed on the basis of direct debit orders under the MNB Decree on payment transactions shall be reported here. Direct debit orders also include transfer orders submitted in a batch format based on bilateral agreements as well as direct debits carried out in internal bank account turnover;
c) other: all payment transaction frauds that are determined in the data reporting and cannot be classified into the categories under points a) or b) shall be reported here.
If the amount of loss is shared by the data supplier and the client, the amount charged to the client shall be indicated in columns e, f, m, n, u and v, while the amount covered by the data supplier shall be shown under columns g, h, o, p, w and x.
In the individual rows the channels specified below shall be interpreted on the basis of the mode of authorisation as follows.
a) Paper-based order: order submitted by the client on a printed form; this category covers all channels where the data supplier verifies the authorisation examining the signature, including the case when a data carrier containing details is attached to the paper form.
b) Order submitted via data carrier: generally used in connection with direct debit orders, where the client conveys the orders on some form of data carrier, such as a floppy disc or CD, to the account holding institution. This row shall be used for reporting frauds if no other channels/means are used to examine authorisation.
c) Office banking: orders compiled on a computer (whether the client’s own or supplied by the account holding institution) available for the client using a programme package installed according to the conditions laid down by the account holding institution and transmitted to the data provider through a telecommunications network (including the Internet).
d) Internet bank: orders given through web browser.
e) Telebank: order by phone; the so-called call center-received orders shall be taken into account irrespective of whether the call was initiated from a landline phone or a mobile appliance, and also irrespective of whether the order was given with the involvement of an administrator or on the keyboard [DTMF, i.e. Dual-Tone Multi-Frequency (TONE mode)].
f) Online: those frauds related to orders given through the Internet shall be reported that were given through an online payment service. Accordingly, those frauds shall be reported here that are related to orders initiated by the clients of account servicing payment service providers through payment initiation service providers or account information service providers.
g) Mobile phone: orders initiated through mobile phone applications as well as orders submitted in an active text message (SMS) or by way of other, non-voice technologies over a mobile phone.
h) Other: all channels that do not belong to the channels specified in points a)–g).

