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Completion instructions for the report

Report on extraordinary events
I. General instructions

1. Content of the ad hoc report:

a) A detailed narrative report shall be provided on all extraordinary events, which 

aa) which are classified as operational crises, banking crises, crises or disasters 
according to the data provider’s business continuity plan or terms and conditions 
(operational terms and conditions, rules on the management of extraordinary 
situations), or

ab) cause service outages or delays in the operation of the payment system or 
during the performance of activities of the clearing house, the central contracting 
party or the central depository, as defined in the Capital Market Act (‘Tpt.’) (e.g. 
inappropriate format), or an injury to service requirements. 
b) In the case of a service outage or delay, extraordinary events causing a service outage or delay of at least 10 minutes shall be reported. Should the extraordinary event recur, i.e. it causes service outages or delays of less than 10 minutes, such events shall be reported if the total duration of the service outages or delays exceed 20 minutes. Delays in the performance of activities also include extraordinary events which may not have been perceivable by the clients but have led to hold-ups in internal work processes. 

c) Any damage to functions supporting the operation of the payment system or the activities of the clearing house, the central contracting party or the central depository (e.g. network services), as defined in Tpt., shall also be reported, if it effects the operation of the payment system or the activities of the clearing house, the central contracting party or the central depository.

d) Should the occurrence of the extraordinary event be attributable to the performing party or an external service provider, this fact shall be entered in the report. In this case the information provided by the performing party or the external service provider shall be included in the report. 
2. In addition to the ad hoc reporting, the data provider shall, on a quarterly basis, until the 10th working day of the month following the quarter under review, make a declaration whether any reporting obligation pursuant to Section 1 arose during the quarter under review, and if yes, it shall indicate the number of extraordinary events serving as a basis for the reporting.

3. The ad hoc reporting obligation and the regular declaration obligation shall be fulfilled through the ERA system.     

II. Detailed instructions for fulfilling the ad hoc reporting obligation 

The ad hoc report must contain at least the following information:
a) regarding the extraordinary event:

· its detailed description,

· the time and duration of its occurrence,

· its place,

· its reason (including a description of the underlying cause),

· the impact of the extraordinary event on the services or internal work processes, the scope (e.g. types) and volume (e.g. number, if applicable) of transactions affected,

· a description of the information systems affected, and the resources lost,

· the circumstances of the detection of the extraordinary event.  

 

b) Indicators relating to the service outage: 


· duration of the extraordinary event,
· the interruption caused to each service, the duration of the delay (if preventive solutions were applied, their description and the time from which they operated), 
· (if applicable) the availability ratios for each type of service calculated for the day(s) affected by the extraordinary event, 

· the related business hours extensions, client complaints and adjustments,

c) events relating to the management of the extraordinary event and 
troubleshooting actions
· error detection and troubleshooting steps 
· decisions made and necessary actions taken (with decision-making levels), and their detailed description, and 
· the place and date of decisions made,


d) the situation prevailing at the time of preparing the report (as regards the 
management of the extraordinary event, troubleshooting, and detection of the 
underlying causes),

 
e) conclusions drawn from the case,


f) a description of actions taken with the aim of avoiding the reoccurrence of a 
similar situation (with deadlines and responsible persons) or action plans and 
related documentation,


g) any further measures planned,


h) internal documents drawn up in connection with the extraordinary event 
(reports, accounts, notes and operational and change management documents)

i) (if applicable) the (planned) method for indemnifying clients, and the amount of 
damages that may have already been paid. 

